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RING Fun Facts

COST

Provided at no
cost through
grants by the

NCAE-C
program office
at the National
Security Agency

DEVELOPERS

Created by a
coalition of
Center of
Academic
Excellence
(CAE)
universities and
non-profit
organizations
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STANDARDS

Created using
National
Cryptologic
Foundation
Cybersecurity
Curriculum
Guidelines (CCQ)
and CAE
Cybersecurity
Foundational
Knowledge
Units (KU)




Are There Online RING Classes? o e

YES! Free online classes are available for high school
students.

Online RING Cybersecurity Classes:

- Full Academic Year

Sinele S t Interested students can receive
- SIngte semester course options and information

- Summer Semester CL

- Dual Credit Offered
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How Many Educators Use RIN'G?

“As a CTE high school
teacher who has been
in education for over 20
years, | have to say that
| am so impressed with
this curriculum. The
content, integration
with Google for
Education tools and
sequencing are
completely on point.” »

-KY Public School : Sap Amoru

Teacher M
K; : Monger o

Mexico

Ottawa Montreal |

ﬂ O\\ QP ""/M AINE
Toronto
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What Guidelines and Standards Are Used in RING? e

#1 Cybersecurity Curriculum Guidelines (CCG)

Ethics

Establishing Trust “Guidelines created to encourage curriculum
« . . . providers, teachers, and industry to create

Ubiquitous Connectivity curriculum designed to inspire high school

(Networking) students to pursue a profession in
Data Security cybersecurity, as well as develop thinkers with

) a cybersecurity mindset that will enhance any
System Security profession they pursue.”

Adversarial Thinking (National Cryptologic Foundation)
Risk N\ o)
Implications

Thttps://cryptologicfoundation.org/what-we-do/educate/high-school-cybersecurity-curriculum-guidelines.html

| VAN Az




What Guidelines and Standards Are Used in RING?

#2 CAE Cybersecurity Foundational Knowledge Units (KU's)

Knowledge Unit Usage Notional Structure

Centers of Academic Excellence in Cyber Defense Education (CAE-CDE) Designation Requirements,

Effective 2019 Application Cycle (1 Oct 2018 — 1 May 2019)
Optional Optional
KUs (3) + KUs (3) +
Optional Optional Dissertation Dissertation
KUs KUs or institutional or institutional
(7) + Thesis BEALE S equivalent equivalent
P or ins?ih,bonal or hs!ﬂu!knal PhD program assumes
Optional Optional pivel . . MS degree in related field
. : . l KUs KUs Thesis/ Dissertation or institutional equivalent in a Cyber Defense Topic
Program Oplor Optond (14) (14) o =
Choi KUs KUs Graduate programs provide svidence their students are admitted with
Oice (3) (3) foundational and core knowledge or it is included in the program of study

Objective Technical Non-technical Technical Non-technical |/
Driven Core KUs (5) Core KUs (5) Core KUs (5) Core KUs (5) |[] | CoreKUs(5) F } Core KUs (5)
a

- - —-— - d e ———
_ Everyone Cybersecurity Foundational KUs (3) Cybersecurity Foundational KUs (3)

P'°ST’ v“‘p'z Associates Bachelors Masters

Knowledge Units (KUs):
Foundational: Cybersecurity Foundations, Cybersecurity Principles, and IT Systems Components
Technical Core: Basic Scripting and Programming; Basic Networking; Network Defense; Basic Cryptography; Operating Systems Concepts

Nontechnical Core: Cyber Threats; Policy, Legal, Ethics, and Compliance; Security Program Management; Security Risk Analysis;
Cybersecurity Planning and Management




How Are Standards Mapped to Lessons?

Unit title and Big Idea Topics from the CAE KU,

L i ideli
earning guidelines mapped to the CCG (left)

from the CCG

Enduring Understanding

identifier \
Social goals reflect the foundational values held by
society; these core societal values are reflected in Ethics (Ethics associated with cybersecurity profession)

Learning Objective cybersecurity choices.

identifier \ Students will analyze online and offline behaviors in
societies (e.g., themselves, peers, families, communities,
and countries) and deduce the values that govern these
behaviors.

Statement \ Societies are groups of individuals characterized by
identifier common interests/values that are perpetuated by persistent
social interaction.

3

Essential Knowledge

Knowledge Unit Topic description

Guideline description identher




What Content Is in the RING Curriculum?

Cybersecurity Career

Unit O: Introduction

Content List

Unit 1: Ethics

Content List

Unit 2: Establishing Trust

Content List

Unit 3: Networking

Content List

e

Unit 4: Data Security

Content List

Unit 5: Introduction to
Python Programming

Content List

Unit &: System Security

Content List

o

Unit 7: Adversarial Thinking

Content List

Unit 8: Risk

Content List

Unit 9: Implications

Content List

RING Canvas Couse Link



https://canvas.instructure.com/courses/4985147

What Materials Do the Units Include?

Lesson Plans & Graphic Organizers
Slide Decks & Study Guides

Name

Date:
Period/Block
' Introduction
| (T

Classify the CIA Triad (Print)

Wednesday, August Tth, 2024 I can categorize the CIA Triad m ]

Drag-and-drop each part of the CIA Triad o match the scenario

RING
Day 1 0.1 (Slides 1.14) > 3 @

Confidentiality | Integrity Availability

Fraudulent dollar bills.

Which part of the
Triad does this
scenario
VIOLATE?

matches the input pattern to a ni
measures the percent of invalid i
similarity scale, if the person is ar}

Uik the sites:

Glasses with a buildzinmigr

preakes acily o ibedaoe yousell and fhe shufens, s  here Ao, be: e Which part of the

Triad does this
scenario
VIOLATE?

Physical Netwark C

A cell phone signal jammer.

Which part of the
Triad does this

.
e Cybersecurity Data Security fa scenario T
VIOLATE?

Logical Network C

—
v higher than the threshold, then h
i which also depends upon the thri

¢ Open-Source Intelligence Personally Identifiable
Information (PII)

Vocabularynrodused on the s
Cobersecariy. The o

e . (OSINT)
o Dox/Doxing ‘:& Social Engineering (:,“,

e DataBroker w Exchangeable Image File V-D
Format(EXIF)Data [

Persona C

Cyber Persana G




What Materials Do the Units Include (continued)?

Activities & Visually-Rich Assessments &
Projects Content & Videos Answer Keys

Name: Class:

Name:
Date ; . . 5 Py .
Period/Block: 5 Computers use binary because it's easy to Unit 11 Auth and Identity M:

convert electrical symbols to binary. This H o W ™ - J
is because electricity has two states: [} Multiple Choice

power off (0) or power on (1) COMPUTERS . A\ Identify the choice that best completes the statement or answers the question.

Caesar Cipher
. = . This ties behavior to a specific user.
What do the strings of ones and zeros 1 . ’ a password ¢ least privilege

mean? b, username d. - multi-factor

Objective: | can practice confidentialty sing the Caesar cipher

Overview
The Caesar cipher is an early form of cryptography. It is a foundational cipher performed by placing one . . g o . Which of the following is NOT a way to authenticate a user”
alphabet on top of another in a circle, then shifting the top alphabet by three spaces to the right They represent all kinds of data, including N a. Something the user knows ¢. Something the user is

e numbers and letters. b. Someone the user knows d. Something the user has
etup

1. Visit the InventWithPython website link to use a visual Caesar cipher wheel too. 3. Which of the following is something the user does?
: I uihgel! a. smartcard ¢ signature recognition
b. fingerprint d. retinal scan

. Which of the following is NOT a good password strategy?
a. Makingagood passwordandusingit . Having a password that i complex
over and over
b, Having a password thati easy to d. Making a unique password for each
. Syntax Layer: SSH, IMAP, remember but difficult to guess account
Presentation encypt/ecrynt  jocc, mpes

. Which of the following is NOT a factor in password strength?
o length ¢ complexity

m 5ync&5end S0, PAP, h b. type of account d.  unpredictability

H Interhost Simeon finds a briefcase that has a lock that is three numbers long ( ) what is the maximum
API's, Sockets - L p—
Click wheeT o route seSSID“ communication 9= number of tries it would take her to find the correct combination of the lock?
ke znbe ;
£
i

MNOP R 5 T. 1 J b. 100 d. Ii).()ﬂﬂ
m TCP & Flow Control:

2. Click the wheel, then move your mouse. The outer ring of the cipher wheel will begin rotating. To Communication & TCP, UDP ‘ . Which password would take the longest to crack?

achieve the Caesar cipher, you must roate the top wheel three spaces fo the right. A’ should now be ]
on top of ‘D." Note the ‘A’ has a period under it — this allows you to see your shift number. When ‘A’ is Transport Reliability : ITJ:S(I\T :I apple!
. Take . qwerty

over ‘D,’ the number 3 indicates the shift. Your wheel should look like the one below.

10 1.

Packets: Path IPvé, IPV6 : . Which of the following is an example of good password sccurity?

Determination & IPSec, ICMP, . changing passwords often c. ,\h}:nr:‘:‘:ur password with only your

IP Addressing IGMP b hidingthe password undemeaththe  d. Kecping your password the same as the
NCAE-C K12 RING Project keyboard default password

Frames: MAC & Ethernet, AR

A LLC (Physical) STP, PPP
Data l.ll'lk Addressing

Physical Structure:
Media, Signal, &
Digital Transmission

Physical




Unit O - Introduction - EXIF Extraction

Name:
Date:
Period/Block:

EXIF Extraction

[Pbjective 1: | can understand that EXIF data is often embedded in pictures.
Objective 2: | can extract and interpret EXIF data.

£ Camera:  SONY DSC-HX20V
Overview ©pate:
When a photo is taken on a camera or smartphone, extra information is often added to the picture
that may describe when a photo was taken, where it was taken, and even camera settings such as
shutter speed and focal length. This information is known as EXIF (exchangeable image file) data and
is useful for photo organization, timestamping, and location mapping, but it can also be a privacy and
security concern.

Sat 6th of September 2014

Buckower Damm 130, 12349 Berlin,

£ Address: Gémany

&, city: Berlin / Berlin
Gg Country: Germany
29 Location:  52° 25'55.08" N, 13° 26'5.40" E

& View More Info

If a photo containing EXIF data is uploaded to a website, anyone who downloads the picture can
extract the information.

The Tool . . . .
The website pic2Zmap.com will check any uploaded photos for EXIF data. Use the site to test the EXI F Ext ra Ct I 0 n Act I V I tv LI n k

picture linked below to determine the time and location it was taken.

Food Picture Link

1. Download the picture file Food. Be sure to note the location of where the file is downloaded.
2. Open the website pic2map com. Select Keep photos private, as shown below.

Pic2Map Photo Location Viewer

Can't remember the location where you took a picture with your camera or

smartphone? Upload your photos and find out where they were taken

oS ool e Bl b ddod ie Al oS- £ d AL s



https://drive.google.com/file/d/10kgzv1dTdajGDZPdGsaNOWo59azmPC49/view?usp=sharing
http://www.pic2map.com/
https://docs.google.com/document/d/10zZCzjl5-8Lsj273pzEtI5htNsAeMWIrdqM5vGnJdAo/copy

Unit 1 - Ethics - myEMATES Exercise o

Test your knowledge!

Complete the Cyber Hat Match

Cyber Hat Match

- Log into https://myEMATES.org

-> Click on Cybersecurity Tab .
[= ][
al

-> Look under Games/Activities

VI I VA WA 2 o o L


https://myemates.org/
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Unit 3 - Ubiquitous Connectivity - Activity

Great unplugged assignment for your students!

Another resource -

« Distribute: Flippy Do Template - Worksheet - one per student. D I 8|ta l' Fll p py DO
« Display. How to Make a Flippy Do - Teacher Guide (or just click the Cod e ' O rg E I.QCtI’O n | C Fl.l D Dy D O LI n k

diagram image below to enlarge it)

(¢ Make the Flippy Do

Flippy Do

AR AR A AR Flippy Do
Click to flip the bits.

6 25 24 23 2 1 20

6% _
3216 8

.
S—
2. Vi s oo IJ
. ' O )

J ‘M

4 PR Tt ot | i i ] . —_—

o | | | . J )
A4 1 ] i y I
i ' 1 i

Paper Flippy Do Template Link
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https://studio.code.org/projects/applab/z6iQr137KHDvkIaz5UNCviWLVkkRnhyteDqWhWBJ56o
https://drive.google.com/file/d/0B6iNirqJ5EuVVTlla0RpR2RIa2s/view?resourcekey=0-i2EweAN5TWsPVw1fMTsjVg

Cryptography Partner ACtiVity LT

CIA Triad — Confidentiality — Cryptography and Pentominoes!

Use your understanding of cryptography to decipher the following clues. Each cipher contains a
coordinate pair; this pair indicates where to place each Pentomino on the coordinate grid. By the
end, the Pentominoes will be arranged in the shape of a mysterious animal. Which animal will your
team discover?

Letter  Code Binary Letter Code Binary

A ooooo abbaa | 01100

a oooo1 abbab | 01101

a | 00010 abbba | 01110

ooo11 o1111

aa | 00100 aa | 10000

a 10001
a | 10010

a oo101
a | oo110
oo111 10011

aa 01000 aa | 10100

ab | 10101 THE UNIVERSITY OF

a|o1010 a| 10110 ALABAMA IN HUNTSVILLE
01011 z a 10111

a 01001

zlrlxl- T g 1" mo o0 m
<|x|glc|lHnD|p TlO0|=Z

CENTER FOR CYBERSECURITY
RESEARCH AND EDUCATION

Vi o ) VA PR 7 o 2 4


https://nl.scoutwiki.org/Rot13
https://creativecommons.org/licenses/by-nc-sa/3.0/

T T 55 P g o — ——

Virtual Escape Room Activity!

Escape Dr. Sodabas’ Office

This is a FUN, CHALLENGING Virtual
Escape Room activity. It should take
approximately 30 minutes to complete.

Escape Dr. Sodabas's Office Link

AN\

THE UNINERSITY OQF
ALABABMA IMN HUMNTSWVILLE

CENTER FOR CYBERSECURITY
RESEARCH AND EDUCATION

Vi o ) VA PR 7 o 2 4


https://docs.google.com/forms/d/e/1FAIpQLSeFZK80zlNi8jy9eue7wkZ4-5smkfsWnrjHkO8Dy8veVHdNyg/viewform

Physical Escape Room Activity R

NASA Defense In-Depth Escape Room
MISSION: You are beginning an Internship with NASA's Elite Cybersecurity
Division. NASA sent you a box full of things and a letter explaining that you must
find a passphrase to enter the front gates. Can you solve it?

THE UNIVERSITY QF
ALABAMA IN HUMNTSVILLE

CENTER FOR CYBERSECURITY
RESEARCH AND EDUCATION

Vi o ) VA PR 7 o 2 4
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How Can | Request Access to RING? St

Educators may request
FREE RING curriculum
access at

and click the button

Note: Your Canvas invitation may go to your spam folder. It will come from "Canvas Free for
Teachers" with the email address netifications@instructure.com. If you do not receive an

invitation, please email ring@caecommunity.org.

| VAN Az


mailto:ring@caecommunity.org

How Do | Download RING Content? S

The Educator will be a STUDENT in a RING course and can access all
content. Educators should not use this platform as a teaching platform.

The link to download the full RING Canvas Instructor is found on the RING
Canvas home page. Educators will download a “.imscc” file to import into

eI R T T |

their own Canvas LMS.

Educators can also download individual files from Canvas to
their devices and upload them into their LMS.

VI I VA WA 2 o o L



Do You Have a Virtual Machine with

YES! My NetLab

1.

Educators must join the
Canvas RING Instructor
Course

Email the My NetlLab
Administrator Kyle Jones at
kyle.jones4990@sinclair.edu

to request access

F B RING Cybersecurity Exploration

| VAN Az
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mailto:kyle.jones4990@sinclair.edu

Do You Need Additional Resources? .

Download these awesome materials you
Additional

can use in your classroom! et
v Additional Cybersecurity Resources WALl
v Brief and Detailed RING Curriculum
Overviews
v My eMATES Overview
v Sample RING Educators Pacing Guide
v Other Cool Stuff

Resources Google Drive Link https://bit.ly/3W7gl9U

VA P B R 2 2 2 o


https://drive.google.com/drive/folders/18BRn2X0lfncM2MeJCgQYRHx3Ql3vmX32?usp=sharing

Regions Investing in the Next Generation

RING
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The Al unit currently under development is in progress and may not reflect the final version of the
curriculum. This segment is part of the Al Ethics section of the curriculum, and modifications are
anticipated as the content is refined. Therefore, we request you refrain from distributing or sharing

this material externally until the final version is released.

’ U\'l)Ll{ (‘({)\‘Q'I‘RIJ("I‘I()\“

T
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Ethics and Al

As Al grows in capability and as it becomes
readily available to the public for free use,
researchers and policymakers are working
to ensure this technology is regulated. Many
are trying to make sure it is not abused.

Ethical concerns include how moral
principles govern the use of Al technologies
and how it impacts users and society.

VI I VA WA 2 o o L




Generative Al e
Al was used to understand and The AI Unlverse

analyze data, learning many things ‘ \‘

/ Planning and q

and how they look. Just as Al was used Scheduiing

A
/\
> 3
7/ Knowledge r Computer Vision

to predict things, engineers developed f e T o
Al to create things based on what it 4 q Unsu,,,,v.s.,} . ©

Recognition 7
7 ;
// Al Ethics // ::;:2;?: - Learning \\\ :.“;m:“;d \\
has seen and learned. f contiP - eciecn e ' e G |
/ ::;Z‘:‘?:e:ecwr “eufa‘ NetWOrk Reinforcement \
/ Learning \
7 N 3

]
, Ensemble
. . I Learning /' Perceptrons @) ::::L ;::y;:r(mp)\claumcutlon ‘
This process which generates new T S dath, TR
|
\

Natural Languag

\
)/ i‘ Processing

Engineering
’ / Long Short-Term Adtivation \ Clustering .

data is called content generation and \ { el
\

Networks Deep Neural
(GAN) Networks (DNNs)

is an essential part of generative Al. \\ \ |w,’mm~ s
\ (cnns) :

X
9, Y

Vi 1 B A 2 e 2 2



Generative Al - Images L

Al art uses ML techniques to create
visual artwork. Models like
generative adversarial networks
(GANs) and Stable Diffusion can
make realistic and impressive art.

Al art brings up questions about
originality, who owns the art, and
possible misuse. It's important to
use Al art thoughtfully and make
rules to human artists and keep

creative works genuine! - Generated in GPT4o
with prompt: ‘happy
mailman’

VA P B R 2 2 2 o



Generative Al - Videos

Assisted technologies can create
cartoons, animations, or add cool effects
to videos. This includes generating from
a prompt.

Al can swap faces in videos or change a
video's appearance to match a specific
style, like making it look like a painting or
a cartoon.

Al also can automatically edit videos, fix
shaky footage, or improve video quality
to make it look better.

Vi o ) VA PR 7 o 2 4


http://drive.google.com/file/d/1vpgOIsSC5WdWWYbq2pkrJ8cA9DGOAvWp/view
http://drive.google.com/file/d/1kYUWdPZP5HLhHoSaRCQ78hGRwI6jqnkA/view

Generative Al - Deepfakes e

Deepfakes are Al-generated
Images, videos, or audio that
convincingly portrays people
saying or doing things that they
have not.

Deepfakes can spread false
information or create misreported
news. They can also violate privacy
by manipulating media without
consent.

| VAN Az


http://www.youtube.com/watch?v=RVJOI-xeGUs
http://www.youtube.com/watch?v=gqN9flclRio

Generative Al - Al Music

Al-generated music involves using ML and DL
to create new renditions of existing songs by
synthesizing vocals. They use GANs and
transformer models trained on datasets of
music and vocal recordings.

By analyzing patterns in recordings, tools can
generate new audio that imitates an artist's
voice or music style. Al learned that certain
genres have certain associations.

Prompts can generate songs like this one:
D)

VAN AL


http://drive.google.com/file/d/1rfV39dRI8KqJbrrSLwB71jaTbRdsF3gR/view
http://drive.google.com/file/d/1EJTJbxS8lbvcDBDc1I3oLt70i4IkoNqm/view

Generative Al - Al Music

While Al enables innovating musical
content, it also raises ethical concerns

about:

Copyright

Authenticity

Consent from original artists
Responsible use to respect the rights
and intentions of creators

eI R T T |

YouTube Video - Phoenix - Alpha Zulu
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https://www.youtube.com/watch?v=gqN9flclRio

How Can RING Help You With Outreach? o

RING Educators Training Workshops

Over 20 free training workshops were given
at CAE institutions in 2024; many are
already scheduled for 2025!

Please contact
Jennifer.Marden@UAH.edu
to discuss training opportunities.

VI I VA WA 2 o o L


mailto:Jennifer.Marden@UAH.edu
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Are you ready to use RING?

Thank you for attending!
Please complete this survey.

Mahalo |

VI I VA WA 2 o o L
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