Introduction to Compliance
and Auditing Frameworks in
Cybersecurity

Throughout this session, we'll explore the critical importance of auditing in
cybersecurity environments, introduce fundamental auditing concepts, and
examine various compliance frameworks that shape modern security
practices.

Our objectives include understanding why audits matter, mastering basic
auditing processes, exploring key compliance frameworks like NIST CSF
and ISO 27001, and developing curriculum ideas for cybersecurity
education. This knowledge is essential for identifying vulnerabilities,
ensuring regulatory compliance, enhancing security postures, and
developing practical skills for real-world scenarios.
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Understanding Cybersecurity
Audits

Definition Primary Goal

A systematic examination of an Proactively identify vulnerabilities and
organization's IT infrastructure to ensure compliance with internal
identify and mitigate security risks, policies and external regulations.

assessing protection of networks,
systems, and data.

Key Components

Evaluation of technologies, processes, and controls that protect organizational
assets from potential threats.

Cybersecurity audits serve as the foundation for a robust security program. They provide
organizations with a clear picture of their current security posture, highlighting areas of
strength and identifying critical gaps that require attention. Regular audits help maintain a
proactive security stance rather than a reactive one.
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Types of Cybersecurity Audits

Compliance Audits

E] Assess adherence to internal policies or regulations. Less expensive and
time-consuming but may not comprehensively evaluate security weaknesses.

Penetration Audits

O Simulate real-world attacks to identify exploitable vulnerabilities. More
comprehensive but generally more expensive and time-intensive.

Risk Assessment Audits

[l["] Focus on identifying potential threats and assessing their likelihood. Useful
for identifying security problems but may not provide a complete security
picture.

Understanding these different audit types helps students develop a comprehensive
approach to security evaluation. Each type serves a unique purpose in building a complete
security program, and organizations often employ multiple audit types to ensure thorough
coverage.
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The Auditing Process: Planning and
Notification

DZQ Planning

Define audit scope and objectives, identifying which systems, networks,
and data require evaluation. Ensures comprehensive assessment of
critical assets.

a Notification and Opening Meeting

Inform relevant departments about the upcoming audit and discuss its
purpose and scope. Aligns stakeholders and ensures understanding of
objectives.

The initial phases of the auditing process establish the foundation for a successful audit.
Proper planning ensures that all critical systems are included in the scope, while
effective notification and opening meetings help secure buy-in from stakeholders across
the organization. These steps are crucial for minimizing disruption and maximizing the

value of the audit.
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The Auditing Process: Execution and Reporting

Management Response

. Report Draftlng Obtain management's response to findings and
Fieldwork e . _ . .
Compile findings and recommendations for their plan for corrective actions. Ensures
Conduct testing, gather data, and interview improvement. Provides actionable insights for accountability and commitment to implementing
personnel to assess security controls. Identifies enhancing security posture. changes.

vulnerabilities and evaluates control
effectiveness.

During these middle phases of the audit process, the actual security assessment takes place and findings are documented. The fieldwork phase involves
hands-on testing and evaluation, while report drafting transforms raw findings into structured recommendations. Management's response demonstrates
organizational commitment to addressing identified issues.

@ Made with Gamma


https://gamma.app/?utm_source=made-with-gamma

The Auditing Process: Completion and Follow-up

Final Report Distribution

a Distribute the final audit report to relevant
stakeholders. Ensures transparency and
Closing Meeting accountability.
Review the audit report and management Q

responses. Finalizes the process and
addresses questions or concerns. Follow-up

Verify that recommended actions have
been implemented. Ensures continuous
v/ improvement and maintains robust

security.

The concluding phases of the audit process focus on communication, documentation, and verification. The closing meeting provdes an
opportunity for final clarifications, while report distribution ensures all stakeholders have access to findings. The followup phase is particularly
critical as it verifies that identified issues are actually being addressed rather than simply documented.

@ Made with Gamma
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Key Compliance Frameworks: NIST CSF and ISO
27001

NIST Cybersecurity Framework ISO/IEC 27001

A widely adopted framework providing a structured approach to An international standard for establishing, implementing,
managing cybersecurity risks through five core functions: maintaining, and improving an Information Security
|dentify, Protect, Detect, Respond, and Recover. Management System (ISMS).

* Flexible and adaptable to various industries * Provides 114 controls across 14 categories

« Ensures compliance with U.S. federal regulations « Allows businesses to select relevant controls

» |deal for organizations seeking versatile risk management « Suitable for organizations seeking ISO certification

These frameworks represent two of the most widely adopted approaches to cybersecurity compliance. NIST CSF offers flexibility
and comprehensive coverage, while ISO 27001 provides a structured, certifiable approach to information security management.

Organizations often implement elements of both frameworks to address their specific needs.

@ Made with Gamma
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Key Compliance Frameworks: Industry- Specific

Standards

— PCI DSS (Payment Card 9y GDPR (General Data
Industry Data Security Protection Regulation)
Standard) Focuses on protecting personal data
Designed for organizations handling of individuals within the European
cardholder data, providing 12 Union, requiring organizations to
requirements to secure payment card implement processes for data
transactions and protect cardholder processing and privacy compliance.
information. Mandatory for businesses Essential for any organization
processing, storing, or transmitting processing personal data of EU
cardholder data. citizens.

CIS Critical Security Controls

Provides practical guidelines to
enhance cybersecurity by focusing on
critical security measures. Essential
for reducing attack surfaces and
improving incident response, aligning
with regulatory requirements and
industry standards.

Industry-specific frameworks address unique security challenges in different sectors. PCl DSS focuses specifically on payment cad security,

GDPR emphasizes data privacy protection, and CIS Controls offer practical security measures that can complement other framewaks.

@ Made with Gamma
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Selecting the Right Compliance Framework

Framework Selection

v .
Choose based on analysis

Evaluate Flexibility

Consider customization needs

Assess Scalability

r
L 4

Adapt to organizational growth

Understand Industry Requirements

|dentify applicable regulations

Choosing the right compliance framework is crucial for regulatory compliance, effective risk management, operational efficiency, and future adaptability.
Organizations must understand their specific industry requirements, assess their unique needs, consider scalability as they grow, and evaluate how flexible

different frameworks are in meeting their objectives.

@ Made with Gamma
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Developing Effective Cybersecurity Curriculum

Effective cybersecurity education must balance theoretical knowledge with practical application. When developing curriculum aound auditing

and compliance, consider incorporating hands-on exercises that simulate real-world audit scenarios, case studies of successful and failed

compliance implementations, and opportunities for students to practice selecting appropriate frameworks for different organiational contexts.

Invite industry professionals to share their experiences, use Al to create mock audit reports based on fictional scenarios, éploy Al chatbots to
enable students practice audit questions, and encourage students to stay current with evolving compliance standards. This appoach helps
bridge the gap between academic knowledge and practical skills needed in the cybersecurity workforce.

@ Made with Gamma
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More information

EPNC: https://www.caeepnc.org/events/

Jiri Jirik: jirikj@morainevalley.edu
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